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BGP TTL Security Check... What's it used for?

Cisco.com

TTL distance
{diameter)

+ The BGP TTL Security Check feature, also known as "BGP TTL Security Hack™ (BTSH),
provides a lightweight security mechanism to protect external Border Gateway Protocol
(eBGP) peering sessions from CPU utilization-based attacks using forged IP packeis.

+ When this feature is enabled between eBGP peers, a "minimum T TL-value” is enforced
on all BGP packets associated with that eBGP session.

- Initial TTL values are set to 255, Per-hap decrements determine the final value upon reaching the eBGP peer.
The BGP TTL secunty mechanism requires caonfiguring this "minimum allowable TTL value.”

- mpoofed |IP packets may have correct IP source and destination addresses (and TCP source and destination ports).
Howewer, unless these packets originate on a network segment that iz between the eBGF peers, the TTL values
will be less than the "minimum” canfigured in the BGP TTL =ecurity check.

- [fthe TTL walue is less than the configured value, the packet i silently discarded and nao Internet Control Message
Protocol (ICMP) message is generated.




BBG TTL Security Check... When did it show up??

Cisco.com

Feature History — BGP Support for TTL Security Check Feature

12.0{27)S This feature was introduced.
123N T This feature was integrated into Cisco 105 Release 12.3(7)T.
12.2(25)S This feature was integrated into Cisco 105 Release 12.2{25)5.











































































































































